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An Analysis of the Criminalization of Disclosing Public Finance Secrets in Imami Jurisprudence
and Iranian Criminal Law with an Emphasis on the Role of the Prosecutor

Abstract

In the complex ecosystem of “economic warfare” and the rapid transition toward data-driven
governance, protecting public financial secrets has become a sensitive and challenging point of
intersection between two overarching values: financial transparency and national security. The central
question of this study is how a proper balance can be established between these potentially conflicting
values in the age of economic warfare and data governance, and what model Imami Shi‘i jurisprudence
can offer for the preventive intervention of the prosecutor in protecting public financial big data.
Employing a descriptive-analytical method and drawing on the dynamic capacity of Imami
jurisprudence, this study seeks to explain an appropriate criminal policy toward the disclosure of public
financial secrets and to redefine the role of the prosecutor in this critical field.

The findings indicate that Iran’s legislative framework, because of'its reliance on a traditional approach
and its primary focus on protecting physical documents under the 1974 legislation, suffers from a
significant legal gap and regulatory delay in responding to contemporary cyber threats and unclassified
big data stored on cloud-based infrastructures. This deficiency is particularly evident in the mental
element of the relevant offences. Existing laws generally associate criminal liability with specific intent
and an intention to commit espionage, while paying insufficient attention to liability arising from
causation, omission, and managerial negligence in securing information infrastructures. Such an
approach is inadequate when the disclosure or compromise of sensitive data results from the failure of
officials and institutional managers to adopt reasonable cybersecurity measures.

The analysis of the relevant jurisprudential principles, especially the principles of protecting the
frontiers, negating domination by non-Muslims (nafy-e sabil), and preventing harm (la darar),
demonstrates that the obligation of protection concerns confidential and classified data rather than all
forms of public data. Accordingly, the prohibition of foreign hosting should be conditional upon the
sensitivity of the data and the existence of a genuine and foreseeable possibility of foreign access,
influence, or control. The study concludes that addressing this challenge requires the prosecutor, as the
representative of public interests and guardian of public rights, to move beyond a purely prosecutorial
and reactive position and adopt a preventive approach based on situational crime prevention. Within
this proposed framework, relying on supervisory authority in hisbah matters and the jurisprudential duty
to prevent probable wrongdoing, the prosecutor should exercise prior oversight over cybersecurity
safeguards and information-leakage risk management. The criminalization of security-related omissions
by responsible managers can thereby strengthen the protection of public property and public financial
information in both physical and cyberspace.

Keywords: Public Finance Secrets, Imami Jurisprudence, Iranian Criminal Law, Prosecutor, Situational
Prevention, Cyber Security, Nafi Sabil Rule.
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