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Delineating Lawful Self-Defense and Algorithmic Discrimination in Establishing Criminal Liability
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Abstract

In recent decades, the rapid advancement of artificial intelligence and complex algorithmic systems
has significantly influenced the fields of public security and criminal justice. These technologies are
increasingly employed in various stages of the criminal process, including investigative decision-
making, law enforcement practices, risk assessment, and the implementation of criminal sanctions such
as electronic monitoring and predictive surveillance. Algorithms offer substantial advantages, including
rapid data processing, pattern recognition, and enhanced analytical accuracy. They can simulate
dangerous scenarios, identify potential threats, and propose proportionate defensive or security
measures in real time.

However, the integration of such technologies into sensitive legal contexts—particularly within the
criminal justice system—raises profound and novel questions concerning legitimacy, procedural
fairness, and substantive justice. Among the most critical challenges is the need to clearly distinguish
between lawful self-defense supported by algorithmic reasoning and unjustified algorithmic
discrimination that may arise from biased data, flawed design, or inadequate oversight. This distinction
is not merely theoretical; it plays a decisive role in determining the scope of criminal liability
attributable to algorithm designers, end-users, and the public or private institutions that deploy these
systems. Failure to establish clear legal boundaries may result in either unjustified exemptions from
criminal punishment or the imposition of disproportionate and unfair liability on individuals and
organizations.

This research adopts a descriptive-analytical methodology, integrating traditional criteria of criminal
law—such as necessity, proportionality, and imminence in self-defense—with emerging technical
indicators of algorithmic justice, including transparency, explainability, fairness, and non-
discrimination. Drawing upon this integrated approach, the study proposes a structured six-stage
framework designed to identify and assess the boundary between legitimate algorithmic self-defense
and algorithmic discrimination.

The findings demonstrate that algorithms, as non-human entities, cannot independently serve as
agents of lawful self-defense. Any form of discrimination—whether originating in training data,
algorithmic design, or post-deployment oversight—fundamentally undermines the legal legitimacy of
the defensive action and shifts the burden of criminal responsibility toward human actors and
institutional decision-makers. Algorithmic self-defense is legally valid only when it strictly adheres to
established legal standards, ensures full data transparency, and remains subject to continuous and
meaningful human oversight. Conversely, algorithmic discrimination, even when framed as a defensive
measure, carries no legal legitimacy and may give rise to criminal liability. The critical boundary
between exemption from punishment and criminal accountability necessitates the convergence of
classical criminal law doctrines with technical fairness metrics.

These findings underscore the urgent need for developing comprehensive legal frameworks and
robust regulatory policies in Iran and similar jurisdictions. Investment in legal education,
interdisciplinary research, and the establishment of accountable and independent supervisory
institutions are essential to mitigate algorithmic discrimination and promote algorithmic justice.
Ultimately, human and institutional accountability—reinforced by technical fairness indicators and
continuous periodic review—is a prerequisite for preserving the legitimacy of self-defense and
minimizing the risks of algorithmic discrimination in the age of artificial intelligence. The research
concludes that enacting special criminal legislation, creating independent oversight bodies, and
providing specialized training for developers, legal practitioners, and judges are indispensable steps
toward achieving fair, responsible, and legally sound self-defense in the era of Al
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