Victim-Centered Prevention of Sexual Grooming of Children and Adolescents in Cyberspace
Abstract

In the contemporary era, alongside the rapid development of cyberspace and the emergence of new
technologies, this domain has transformed into a realm for criminal behavior. Among different groups,
children and adolescents, due to their age-specific characteristics and particular psychological conditions,
are more exposed to various forms of victimization than other social groups, especially within the context
of virtual space. One of the most significant manifestations of these threats is the phenomenon of "online
sexual grooming and enticement,” in which an adult, by employing a range of deceptive measures and
leveraging psychological manipulation techniques, seeks to establish a relationship with a minor and
victimize them. Although these acts are often considered preliminary crimes, they can pave the way for the
commission of more severe crimes against children. This offense, which was first criminalized by the
legislature in the year 2020 [1399 in the Iranian calendar], is among the emerging challenges in the cyber
domain, and combating it requires the adoption of comprehensive and effective preventive strategies.

The present research, utilizing a library research method and through a systematic review of literature, has
sought to analyze and explain integrated preventive strategies at both the macro and micro levels. The
findings of the study indicate that the most effective preventive strategies at the macro level include
implementing educational-promotional programs in the institutions of family, school, and media; reviewing
and reforming legislative policies and judicial procedures; creating safe virtual environments specifically
for children; and strengthening specialized cyber police units. At the micro level, key strategies include
implementing parental interventions, applying smart restrictions on children's access to the virtual space,
enhancing security protocols, and developing exclusive SIM cards for children.

Finally, it can be asserted that combating this phenomenon requires national resolve and the simultaneous
implementation of legal, technical, and cultural strategies at all levels, thereby achieving the protection of
children's privacy and guaranteeing their mental well-being in cyberspace.
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